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SELF-REPATRING ELECTRONIC DATA SYSTEMS

The present invention relates to the field of cellular-
automata, bio-imitation and fiﬁe—grained self-reconfigurable
hardware. In particular it mimics the biological repair
mechanism “morphogenesis”. More particularly it uses a
convergent cellular—-automaton as the means of determining the
behaviour of each c¢ell with respect to a program for the

whole device.

INTRODUCTION

Reconfigurable devices are a combination o¢f the
flexibility of software with the performance of hardware.
They are useful for rapid-prototyping and in-situ
reprogramming. However their programmed elements are
susceptible to transient faults, thus 1limiting their
potential arenas of operation. Also the necessity for long-
distance communications makes them susceptible o permanent

system faults.

Cellular automata are systems in which space and time
are discrete. Typically they take the form of an array of
independent logic blocks that perform calculations based on

inputs from their nearest neighbours.

Cellular automata, such as that disclosed by U.S. patent
#6,297,667, have been used as the Dbasis of self-

reconfigurable hardware before. However their use within this
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context has so far Jjust been to remove the dependency of
feconfigurable hardware on long distance busses. The present
invention uses a specific cellular automata architecture that
ensures the design will always converge on a specific

configuratiocn.

The biclogical approach to assembling reliable systems
is to rely on cell-to-cell communications to co-ordinate the
reconfiguration of cells when damage necessitates the repair.
By imitating this approach a recenfigurable device arranged
as a cellular automata can benefit from the advantageous

reliability demonstrated by biology.

However the difficulties of designing cellular-automata
to converge to a particular fixed configuration have
prevented this approach from any practical applicaticns. Thus
the design of convergent cellular-automata from the device
program reguires a design algorithm particular to this device

configuration.

SUMMARY OF THE INVENTION

The present inventicn relates to logical hardware which
can restore itself to a working state in the presence of
transient and permanent failure. Particular advantage arises
from the resulting methods for implementing self-test and
repalr which have enormous potential to systems that operate
in hazard-prone environments or on failure-prone hardware.
One example 1s systems operating outside the natural
protection from solar radiation provided by the atmosphere of

the earth. Space-based electronic systems are prone to high
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soft-error rates caused by solar radiation; the hardware
platform proposed in this document wculd ke tolerant of such
failure modes. Ancther example is hardware that is assembled
on plastic substrates instead of the mere normal silicon.
This substrate is prone to stretching and tearing; the
hardware platform that i1s described herein would be tolerant

of such substrate deformations.

Accordingly, several objects and advantages of the

present invention are:

to provide a reconfigurable hardware platform that
demonstrates robust behaviour in the presence of dynamic and

permanent system faults;

to provide a cell structure whereby each cell 1s capable
of self-determining function from the function of 1its

neighbours;

to provide a reconfigurable parallel processing
architecture capable of processing data according to a

previously defined program;

to provide a means of tolerating dynamic faults and

preventing cascade failures;

to provide a means of dynamically managing redundant

cells for the repair of permanent faults;

to provide a design algorithm for the rapid design of
large-scale program implementations specific to this

platform.
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Viewed from a first aspect, the invention provides a
method to eradicate the prdéblem of transient faults in
gsilicon computing device by the use of cellular automata

which perpetually converge on a fault-free state.

Viewed from a further aspect, the complexity of each
cell 1is reduced te comparing its state inputs with those

encapsulated in a serially transmitted bitstream.

Viewed from a still further aspect, the automaton is
used to generate software that i1s immune from corruption for

execution by an external processor.

According to an aspect of the present invention, there
is provided a data processing apparatus, comprising a

plurality of first data processing cells, wherein

(i) each said first data processing cell is adapted to
store data corresponding to a state value representing a

property of the cell,

{(ii) the apparatus is adapted to repeatedly update the
state value of each said first data processing cell in
dependence on the respective state value of at least one
predétermined other salid first data processing cell, in

accordance with a first set of rules,

(iii} each cell follows the same said first set of

rules, and

(iv} the first set cof rules is determined by

predetermined final state values of a plurality of said first
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data processing cells, such that repeated updates of the
state values of the plurality of first data processing cells
cause the state values of said plurality of first data
processing cells to converge towards said predetermined final
state values, independently of the initial state values of

said first data processing cells.

The advantage of the present invention is that the
processing apparatus is able to recover from transient
faults. The state value of each said first data processing
cell is successively updated according to the state values of
other, for example neighbouring, first data processing cells,
such that the apparatus will self-correct tco the
predetermined final state values after a sufficient number of
iterations of the updating process. The apparatus converges
to the same predefined configuration regardless of the
initial state, so can recover from transient faults affecting
100% of the cells. A further advantage is that the apparatus
can be reconfigured to a different final state by supplying a

new set of rules.

The respective state value of a plurality cf said first
data processing cells may be updated independently of the

state value of said each cell.

The apparatus may be adapted to update the state values
of a plurality of said first data processing cells such that,
if the state value of a first said cell is updated in

dependence on the state value of a second said cell, the
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state value of the second said cell 1s updated independently

of the state value of the first said cell.

This provides the advantage of ensuring that the system
always converges towards the predetermined final state

values.

The apparatus may further comprise at least one second
data processing cell, wherein the apparatus is adapted to
update the state value of the or each said second data
processing cell in dependence on at least one censtant value,
and to update the state value of at least one respective said

first data processing cell in dependence on the state value

~of said second data processing cell.

Advantageously, this allows the apparatus to be
reconfigured to a different final state by changing the
values used to update the second data processing cells. A
complete system reload can be triggered by changing the
inputs of the second data processing cells to another value,
then returning them to an initial value at the next clock

cycle.

Two or more saild first and/or second data processing

cells may be adapted te have the same state value.

Advantageously, by allowing multiple cells to have the
same state value, the number of state values required is

reduced.
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In a preferred embodiment, the respective state wvalue of
a plurality of said first data processing cells is updated in
accordance with a respective output state value obtained by
applying the firét set of rules to one or more input state
values of respective predetermined other said first and / or
seccond data processing cells, wherein one configuration of
input state values always determines the same output state
value, and wherein two or more different configurations of

input state values determine the same output state value.

Advantageously, by allowing more than one configuration
of input states to map to the same cutput state, the total
number of different state values required for a given number

of cells i1s minimized.

The first set of rules may be represented as a look-up

table.

The first set of rules may be pre-programmed in a

plurality of said first and/or second data processing cells.

A plurality of said first and/or second data processing
cells may be adapted to receive the first set of rules from

an external source.

A respective said state value of a plurality of said
first and/or second data processing cells in use may
represent a respective function tc be executed by said cell
having that state value, in accordance with a second set of

rules.



10

15

20

WO 2009/098521 PCT/GB2009/050125

Introducing both a state value and a function for each
cell advantageously allows a convergent solution to be found

for a wider range c¢f cell configurations.

Two or more different state values in use may represent

the same function.

The second set of rules may be pre-programmed in a

plurality of said first and/or second data processing cells.

A plurality cf said first and/or seccnd data processing
cells may be adapted to execute computer code corresponding
to a respective function of said cell, the cocmputer code

being received from an external source.

A plurality of said first and/or second data processing
cells may be adapted to receive said code for said function
prefized by a header including at least cne respective state
value representing said function, and said cell is adapted to
select the code to be executed by comparing the or each state

value in the header to the state value of the cell.

Advantageously, each cell need only read the code
reguired for its current function. TIf the cell is
reconfigured to have a different state value, the code may be

updated to correspond to the new function of the cell.

A plurality of sald first and/cr second said data
processing cells may be adapted tTo receive said code for said

function prefixed by a header including:
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at least one respective ocutput state value which
represents said function according to the second set of

rules, and

at least one set of input state values which determines

said output state wvalue according to the first set of rules;

wherein said cell in use selects the code to be executed
by comparing the input state values to the state values
received from predetermined other cells, and updates the
state value of the cell according to the respective output

state wvalue.

Advantageously, The cell determines it obtains its
updated state value and the code required to implement its
function in one step. There is therefore no need for each
cell to store the function code or the first or second sets

of rules.

The code for each function may be repeatedly transmitted

tc sach cell.

The code may comprise a bitstream to be executed as a

lcok-up table.

A plurality of said first and/or second said data
processing cells may be adapted to communicate only with

adjacent cells.

A plurality of said first and/or said second data

processing cells may be identical to each other.



10

15

20

25

WO 2009/098521 PCT/GB2009/050125

10

Said first and/or second data processing cells may be

interconnected in an array.
The array may be a planar rectangular array.

State values may be transmitted between cells in a

single sense along each axis and/or diagonal of the array.

The first set of rules may be represented as an upper-

diagonal or lower-diagonal matrix.

A plurality of said first data processing cells may be
interconnected in rows, wherein a plurality of said rows each
comprise at least one unused cell, and wherein, in the event
of failure of a said cell, the inputs and outputs of a
plurality of cells in that row are displaced along the row to

activate at least one salid unused cell.

The change in connections between the cells
automatically triggers a new calculation of the cell state
and assigned function by each cell shifted by the operation.
Thus the state value and function of the cells between the
fault and the unused cell are all shifted along to an
adjacent cell. Advantageously, this ensures that the
apparatus can replace one cell in every row with an unused

cell on the same row.

In a preferred embodiment, a plurality of said first
cdata processing cells are interconnected in rows, and at
least one saild row comprises a row of unused cells, wherein,

in the event of failure of a said cell in one row, the inputs
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or outputs of the cells in that row are shifted to the next

TYOW.

Advantageously, if a fault occurs in a row in which
there is no spare cell avallable, the functions of the cells
in that row can be shifted to the next row. Successive
updates of the state values of the cells will propagate the
functions cf each successive row to the next. This ensures
that the apparatus can replace entire rows of faulty cells

with unused rows of cells in the apparatus.

The inputs and cutputs of cells may be shifted by means

of multiplexers.

According tc ancther aspect of the present invention,

there 1s provided a method of configuring a data processing

. apparatus as defined above, the method comprising:

assigning a state value to a first data processing cell

of the apparatus;

testing the state value of said cell, and the respective
state value of each other said first data processing cell in
dependence on which the state value of said cell is adapted
to be repeatedly updated, against previously determined

rules; and

if a previously determined rule updates the cell to a
different state wvalue based on the state wvalues of the other

cells, assigning a different state value to said cell.
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The method may further comprise testing the state value
of said cell and a predefined function of said cell against
previous state value to function mappings, and, if that state
value has previcusly been mapped to a different function,

assigning a different state value to the cell.

In a preferred embodiment, a new state value 1s assigned
to a cell only after all state values previously assigned to

other cells have been unsuccessfully tested.

Advantageously, this method allows the number of state
values assigned tce the cells, and therefore the number of
rules, to be minimized. The advantage is that the set of

rules is more efficient.

The method may further comprise mapping a state value to
a function to be performed by the cell, such that all cells

having the same state value perform the same function.

According to a further aspect of the present invention,
there is prcvided a data processing method executed by a data
processing apparatus as defined above, the method comprising
repeatedly updating the state value of each of a plurality of
said first data processing cells in dependence on the
respective state value of at least one predetermined
respective other said first data processing cell, in
accordance with a first set of rules, wherein each cell
follows the same said first set cf rules, and the first set
of rules is determined by predetermined final state values of
a plurality of said first data processing cells, such that

repeated updates of the state values of the plurality of
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first data processing cells causes the state values of said
plurality of first data processing cells to converge towards
sald predetermined final state values, independently of the

initial state values of said first data processing cells.

The method may further comprise updating the state
values of a plurality of said first data processing cells
such that, 1f the state value of a first said cell is updated
in dependence on the state value of a second said cell, the
state value of the second said cell is updated independently

of the state value of the first said cell.

The method may further comprise updating the state wvalue
of the or each said second data processing cell in dependence
on at least one constant wvalue, and updating the state value
of at least one respective said first data processing cell in
dependence on the state value of said second data processing

cell.

The methed may further comprise implementing the first

set of rules as a look-up table.

The method may further comprise pre-programming the
first set of rules in a plurality of said first and/or second

data processing cells.

The method may further comprise receiving the first set

of rules from an external source.

The method may further comprise representing, by means

of a said state value of a plurality of said first and/or
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second data processing cells, a respective functicn, to be
executed by said cell having that state walue, 1in accordance

with a second set of rules.

The method may further comprise pre-programming the
second set of rules in a plurality of said first and/or

second data processing cells.

The method may further comprise receiving, from an
external source, computer code tc be executed by a plurality
of said first and/or second data cells and corresponding to a

respective functions of said cells.

The method may further comprise repeatedly transmitting
to a plurality of said first and/or second data processing -

cells the code for each function.

The method may further comprise representing the first

set of rules as an upper-diagonal or lower-diagonal matrix.

In a preferred embodiment, a plurality of sald first
data processing cells are interconnected in rows, a plurality
of said rows each comprise at least one unused cell, and the
method ﬁurther comprises, in the event of failure of.a said
cell, displacing the inputs and outputs of a plurality of
cells in that row along the row to activate at least one said

unused cell.

In a preferred embodiment, a plurality of said first
data processing cells are interconnected in rows, at least

one said row comprises a row of unused cells, and the methecd
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further comprises, in the event of failure of & said cell in
one row, shifting the inputs or outputs of the cells in that

row to the next row.

According to a further aspect of the present inventiocn,
there is provided a computer program product executable by a
computer to carry out a method as defined above, the computer

program comprising:

first computer code for assigning a state value to a

first data processing cell of the apparatus:

second ccmputer code for testing the state value of said
cell, and the respective state value of each other said first
data processing cell in dependence on which the state value
of sald cell is adapted to be repeatedly updated, against

previocusly determined rules; and

third computer code for assigning a different state
value te said cell if a previously determined rule updates
the cell to a different state wvalue based on the state wvalues

of the other cells.
The computer program product may further comprise:

fourth computer code for testing the state value of said
cell and a predefined function of the cell against previous

state value to function mappings; and

fifth computer code for assigning a different state
value to the cell, 1if that state value has previously been

mapped to a different function.
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The computer program product may further comprise sixth
computer code for assigning a new state wvalue to a cell onlty
after all state values previously assigned to other cells

have been unsuccessfully tested.

The computer program product may further comprise
seventh computer code for mapping a state value to a functiocn
to be performed by the cell, such that all cells having the

same state value perform the same function.

According to a further aspect of the present invention,
there is provided a computer program product executable by a
computer to carry cut a method as defined above, the computer
program product comprising eighth computer code for
repeatedly updating the state value of ecach of a plurality of
said first data processing cells in dependence on the
respective state value of at least one predetermined
respective other said first data processing cell, in
accordance with a first set of rules, wherein each cell
follcws the same said first set of rules, and the first set
of rules is determined by predetermined final state values of
a plurality of said first data processing cells, such that
repeated updates of the state values of the plurality of
first data processing cells causes the state values of said
plurality of first data processing cells to converge towards
said predetermined final state values, independently of the

initial state values of said first data processing cells.

The computer program product may further comprise ninth

computer code for updating the state wvalues of a plurality of
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said first data processing cells such that, if the state
value of a first said cell is updated in dependence on the
state value of a second said cell, the state value of the
secend said cell is updated independently of the state value

of the first said cell.

The computer program product may further comprise tenth
computer code for updating the state value of the or each
said second data processing cell in dependence on at least
one constant value, and eleventh computer code for updating
the state value of at least one respective said first data
processing cell in dependence on the state value of said

second data processing cell.

The computer program product may further comprise
twelfth computer code for implementing the first set of rules

as a look-up table.

The computer program product may further comprise
thirteenth computer code for pre-programming the first set of
rules in a plurality of said first and/or second data

processing cells.

The computer program product may further comprise
fourteenth computer code for receiving the first set of rules

from an external source.

The computer program preduct may further comprise
fifteenth computer code for representing, by means of a said
state value of a plurality of said first and/or second data

processing cells, a respective function, to be executed by
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said cell having that state value, in accordance with a

second set of rules.

The computer program product may further comprise
sixteenth computer code for pre-programming the second set of
rules in a plurality of said first and/or second data

processing cells.

The computer program product may further comprise
seventeenth computer code for receiving, from an external
source, computer code to be executed by a plurality of said
first and/or second data cells and corresponding to

respective functions of said cell.

The computer program product may further comprise
elghteenth computer code for repeatedly transmitting to each

cell the code for each function.

The computer program product may further comprise
nineteenth computer code for representing Lhe first set of

rules as an upper-diagonal or lower-diagonal matrix.

In a preferred embodiment, a plurality of said first
data processing cells are interconnected in rows, wherein a
plurality of said rows each comprise at least one unused
cell, and the computer prcgram product further comprises
twentieth computer code for displacing the inputs and outputs
cf a plurality of cells in that row along the row to activate
at least one said unused cell, in the event of faillure of a

sald cell.
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In a preferred embodiment, a plurality of said first
data processing cells are interconnected in rows, and at
least one said row comprises a rcow of unused cells, and the
computer program prcduct further comprises twenty first
computer code for shifting the inputs or cutputs of the celis
in that row to the next row, in the event of failure of a

said cell in one row.

According to a further aspect of the present invention,
there is provided a method to eradicate the problem of
transient faults in silicon computing device by the use of
cellular automata which perpetually converge cn a fault-free

state.

The method may create a pre-defined convergent rule set
which can be implemented on an array cof identical processing
cells as part of a larger fine-grained architecture that
define the interacticns of each cell with its adjoining

neighbour(s) .

The automata as recited may be an array of identical
cells. Fach c¢ell consisting of programmable logic Iin the

form of an array where each cell has at least one neighbour.

In a preferred embodiment, cell only communicates with
its immediate neighbour(s) and passes information on in a
consistent direction. Such that if twoe or more neighbours
determine the state of a c¢ell then the resolved orthogonal

directions of information flow must not oppose.
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The bi-directional arrangement of having at least two-
in, two-out may ensure the platform converges by the
application of an iterative transition function which is

uniquely defined by the autcmata end state.

Each cell may determine its cell state according to at
least one nearest neighbour which is embodied by implementing

an identical pre—programmed.look—up table in each cell.

The behaviour of the cell network may be mapped on to
hardware such that the converged status of the cell network
creates a converged hardware solution. This transfers the
self restoring properties of the algorithm to the hardware

implementation.

The role of each cell within the computing device may be
determined from the previously calculated cell state and a
lock-up table, such that many cell states can map to ocne
role, This transfers self-restoring properties of the
convergent automata to the computing device and allows the

automata itself to become the computing device,

The code responsible for implementing the role of each
cell may be prefixed with a header that is made up of the
corresponding cell state inputs and output of the cells that
will execute 1t, the concatenated code-header pairs then

repeatedly transmitted to each cell.

In a preferred embodiment, each cell selects the code it
will execute from the transmitted code-header pairs by

comparing the header input wvalues to the cell state
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information received by the cell from its neighbours. Alsc
selected from the header is the output of the cell that

describes its cell state to its neighbours.

The iterative transition function that uniquely defines
the automata end state may be written by a design algorithm
particular to the architecture. This algorithm assigns cell
state to cell roles with a many-tc-one mapping such that a

minimum number of cell states are necessary.

The platform design algorithm may test the cell state
inputs and output of each c¢ell against previous cell
input/output combinations. No twoe c¢ells can have the same
inputs and different outputs, s0 in the event of a
contradiction a different cell state 1s assigned to the
latter cell. Every previously assigned cell state is tested

prior to assigning a new behaviocur label.

The platform design algorithm may test the cell state
and role of each cell against previous state/role
combinations. No two cells can have the same cell state and
different roles, so 1n the event of a c¢ontradiction a

different cell state is assigned to the latter cell.

The cell states for each cell may be determined in a
zig-zag seguence. The sequence ends at the corner of the
automata that has only boundary wvalues as inputs, starts at
1ts diametrically opposite corner and traverses the automata
until it reaches a boundary before reversing direction on a

new diagonal.
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The invention may also include a novel application of
multiplexers that will respond to any given permanent cell
failure with a lateral displacement of inputs and outputs of
the cells on its row. This ensures that the automata platform

5 can replace one cell in every row with an unused cell on the

same row.

The metheod may respend Lo more than one cell failure on
the same row, requiring an impossible lateral displacement of
two cells, with a vertical displacement of inputs and

10 outputs. This ensures an automata platform can replace entire
rows of faulty cells with unused rows of cells on the

automata.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention will now be
15 described, by way of example only, with reference to the

accompanying drawings:

Figure 1: An abstract diagram of a convergent cellular

automaton;
Figure 2: An example logic executed by each cell;

20 Figure 3: An example set of rules used by each cell to

determine its state;

Figure 4: The rules of figure 3 repairing a four-by-four

cellular autcmaton;

Figure 5: An alternative logic embodiment to figure 2;
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Figure 6: The Dbitstream packet used to configure

figure 5;

Figure 7: The design algorithm for generating the
necessary cell state assignments and the rules that determine

5 them;
Figure 8: The iteration route for figure 7;

Figure 9: An example embodiment of c¢ell routing

management;

Figure 10: An example four-by-four array of the cells

10  shown in figure 9;

Figure 11: An abstract diagram of the array of figure 10

replacing 1 broken cell; and

Figure 12: An abstract diagram of the array of figure 10

replacing 2 broken cells on the same row.

15 DETAILED DESCRIPTION OF THE INVENTION

Referring to figure 1, a convergent cellular automata
architecture is assenmbled from large numbers of small “cells”
{a), computing units that self-determine their purpose within
the array based on the purpose of two of their adjoining,

20  non-facing neighbours, e.g. (b,c).

Figure 2 shows the logic responsible for determining the
“state” of the cell, which in turn determines the function of
the cell within the array. BEach cell cheys an identical set

of rules in this determination, pre-designed by the
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application of the algorithm in Fig 7 and pre-programmed into

the state look-up table (fig 2) of every cell.

Because the state of the automata as a whole at time n

can be expressed as (1):

"n n I - Ai:’il
[1(CY= D, A Cot(=—")D, (1)

A, iA.D, ID - Am

Where every element of the set of matrices A is either
upper-diagonal or lower-diagonal, the state of the autcmata

will converge to the array form:

(2)
, . I
(e = liin T A D,
we o/ width{A)sheight(A) 4 a7
repairing any dynamic faults.
The transition function £f{) of equation (1} is

equivalent to any possible lock-up table cperation
represented as a sum of products. This corresponds to the
lock-up table used by every cell to self-determine its state.
The design of the lock-up table determines the configuration

that the automata will converge to.

Referring to figure 3, an example look-up tabkle and
figure 4, a four-by-four automata with correct states (c¢) and
the sequence (d) by which it corrects transient faults.
Because the 1lcok-up takle takes inputs from adjocining cells
above and to the left of it, the origin-cell (a) is the top~

left corner cell and the terminus-cell (b) is the bottom-
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right corner cell. In the event c¢f a fault in the states
occurring in any combination of cells, the cells between the
fault and the terminus will determine their state based on
incorrect inputs; but the cells that are 1in fault will
determine their state based on <correct inputs, thus
correcting the fault. After repeated application of this

repair cycle the automata will be without fault again (e).

Referring to figure 2, an embodiment of the logic
responsible for determining the function the cell will apply
to its data inputs. The state of the cell must map to a data
function, in the form of a bitstream written to a look-up
table and executed. This mapping 1s a many-to-one mapping,
that is, more than one state can map to the same data
function. Every bitstream required for the automata is stored
in the function look-up table of description. The bitstream

is selected by the output of the configuration look-up table.

This bitstream is then loaded intc the executicn lock-up
table. Every time the cell configuration changes (as detected
by the cell comparator), the execution look-up table is

reloaded with a new bitstreamn.

By default, the cell inputs at the bcunds of the array
are zero. A complete system reload can be triggered by
changing the boundary inputs to another wvalue, then returning

them to zero at the next clock cycle.

Normally an automata 1s designed tc¢ perform one
function. If instead the input states provided to the cells

on the bounds of the array are globally determined instead of
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tied to =zero, the array will re-configure itself to a new

functicn every time the boundary conditions change.

Each program change requires t clock cycles to change

to, where t is determined by:

t =/ width(A) = height(A) + size(execution LUT) (3)

BEach function c¢hange 1is triggered by changing the
boundary values. This prompts a change of state for all the
cells of the array such that the automata state formation

10_ will converge to a new function that the transition rule was
designed for. After t clock cycles the function is ready to

be executed.

Referring to figures 5 and 6, an alternative embodiment

to the logic responsible for determining the function the

15 «cell will apply to its data inputs. The function look-up
table 1s replaced with internal cell logic and an externally
stored program that is perpetually transmitted to each cell
serially via the ‘program’ line. Fach bitstream required for

the automata is prefixed with a Theader packet that

20 corresponds to a cell state. The cell compares the bitstream
| header with 1its own state and, 1if they match, loads the

execution lock-up table with the bitstream that follows.

Referring to figure 7, a design algorithm £for the
cellular autcmata platform. The difficulties of designing a

25 cellular automaton to converge to a particular fixed
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configuraticn, C¥ have sc¢ far prevented their use in the

aforementioned manner. The algerithm in figure 7 only works

for the automata platform shown in figure 1.

The function of the array is first divided up into a
collection o©of locally linked components that can be
implemented on look-up tables. In order for each cell to
derive its function from the state from its immediate
neighbours a list of rules that relates one to the other is
needed. It is the state-of-neighbours to cell-state mapping
and the cell-state to cell-function mapping that needs to be

programmed in each cell.

The fewer states necessary for the configuration of the
array, the less memory and logic is  reguired, and
interconnecting busses can be smaller. Thus the algorithm

attempts to minimize the number of necessary states.

The design algorithm starts with no assigned state. The

assignation of such states to each cell starts by testing

pre-assigned states to the problem before using a new state.
Each state assignment 1is tested against two possible

conflicts:

The combination of cell state inputs must bhe a one-to-
one mapping to the state of the c¢ell. That is, if one cell
has inputs {1,2} which maps to a cell state {3}, another cell
cannot have the same (1,2} inputs map to a different cell

state, {4};
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The cell state must be a many-to-one mapping tc the
function of the cell. That is, the cell state {1} cannot map
to both functions {A} and {B}; however more than one cell

state can map to the same function. 1.

Referring to figure 8, the algorithm generates the
interacticn rules and state assignments for each cell in a
zlg-zag sequence. The sequence ends at the corner of the
automata that has two boundary values as inputs, the terminus
cell, and starts at its diametrically opposite corner, the
origin cell, and traverses the automata until 1t reaches a
boundary before reversing direction on a new diagonal. Thus
if the inputs fcr each cell come from above and to the left,
the sequence starts in the bottom-right corner, ends in the
top-left corner and ascends in the sequence shown in figure

7.

Referring to figures & and 10, the cell 1logic
respcensible for repairing permanent faults. Each cell has 6

inputs:

w(l) in: is the effective data and configuration busses
from the output of the cell immediately to the north of
itself, however it has been routed wvia the cell to the

west.

w(2}) in: is the data and configuration busses from the
output of the cell immediately to the west of itself. If
the cell is on the west edge of the array, these inputs

are 0.
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ne in: 1is the data and configuration busses from the
north-east cell which have been routed from the cell to
the north. In the event of the cell tc west detecting a

fault its northern input will be rerouted to this cell.

clk: this is a global input responsible for

synchronising the operations of each cell,

entrl: is a global input respconsible for co-crdinating
cell operations, primarily self-test and cell

programming upon startup.

program: 1is a global input that, upon start-up carries

the program used to program the cell logic.

cell has 3 outputs:

sw out: 1s the data and configuration busses from this
cell teo the cell to the south-west. During normal
operation this will be re-routed to the cell to the

south of this cell.

e(l) out: is the data and configuration busses from the

output of the cell to the north-east of this cell.

e(2) out: 1s the data and configuration busses from the

output of this cell.

A permanent fault that can be fixed by this architecture

meet the following criteria:
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The built-in self-test unit of the <¢ell 1is still

operating.
The fault is detectable by the built-in self-test unit.

The multiplexers (cell (a) of fig 1) responsible for re-

routing are still operating.

Referring to figure 11, 1in the event of a permanent
fault being detected the multiplexers will respond with‘ a
lateral displacement of inputs and outputs of the cells on
its row to the right of itself. The array will use a
previously unused cell on the row as a replacement for the
dead cell. The routing operates such that, from the
perspective of each cell, the array 1s still regular. The
change in connections autecmatically triggers a new
calculation of cell state and assigned cell function by each

cell shifted by the cperation.

Referring to figure 12, in the event of more than one
cell on the same row being subject to permanent faults, the
mulitiplexers will respond with a vertical displacement of
inputs and outputs, in effect making the row transparent. The
routing operates such that, from the perspective of each
cell, the array is still regular. The change in connections
automatically triggers a new calculation of cell state and

assigned cell function by each cell shifted by the operation.

The present invention achieves a robust behaviour that
is the result of an architecture that is itself intrinsically

robust. The result is a parallel processing system that can
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sustain performance during operation in a hostile
environment. Subject to dynamic faults in every cell, the
system will repair itself. Subject to permanent faults, the
system will attempt to repair itself within the limits of
available redundant cells. The platform is reprogrammable,
and a design algorithm specific to this platform is provided

for this purpose.

While the above descriptions contain many specificities,
these should not be construed as limitations on the scope of
the invention, but rather as exemplifications of embodiments

thereof.
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CLATMS

1. A data processing apparatus, comprising

a plurality of first data processing cells, wherein

(i) each said first data processing cell is adapted to
store data corresponding to a state value representing a

property of the cell,

(ii) the apparatus is adapted to repeatedly update the
state value of each said first data processing cell in
dependence on the respective state value of at least one
predetermined other said first data processing cell, in

accordance with a first set of rules,

(iii) each cell follows the same said first set cof

rules, and

{iv) the first set of rules is determined by
predetermined final state values of a plurality of said first
data processing cells, such that repeated updates of the
state values of the plurality of first data processing cells
cause the state values of said plurality of first data
processing cells to converge towards said predetermined final
state values, independently of the initial state values of

said first data processing cells.
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2. An apparatus according to claim 1, wherein the
state value of a plurality of said first data pro
cells is updated independently c¢f the state wvalue

cach cell.

3. An apparatus according to claim 1 or claim 2,

wherein the apparatus is adapted to update t
values of a plurality of said first data processi
such that, 1f the state value of é first said cel
in dependence on the state value of a second said
state value of the second said cell is updated in

of the state value of the first said cell.

4. An apparatus according to any one of the prece

further comprising

at least one second data processing cell, wh
apparatus i1s adapted to update the state value of
sald second data processing cell in dependence on
one constant value, and to update the state value
one respective said first data processing cell in

on the state value of said second data processing

PCT/GB2009/050125

respective
cessing

of said

he state

ng cells

1 is updated
cell, the

dependently

ding claims,

erein the
the or each
at least
of at least
dependence

cell.
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5. An apparatus according to any one of the preceding claims,
wherein two or more said first and/or second data processing

cells are adapted tc have the same state value.

©. An apparatus according to any cne of the preceding claims,

wherein

the respective state value of a plurality of said first
data processing cells is updated in accordance with a
respective cutput state value obtained by applying the first
set of rules to one or more input state values of respective
predetermined other said first and / or second data

processing cells,

wherein one configuraticon of input state values always

determines the same output state wvalue, and

wherein two or more different configurations of input

state values determine the same output state wvalue.

7. An apparatus according to any one of the preceding claims,
wherein the first set of rules is represented as a look-up

table.

8. An apparatus according to any one of the preceding clains,
wherein the first set of rules is pre-programmed in a

plurality of said first and/or second data processing cells.



10

15

20

WO 2009/098521 PCT/GB2009/050125

35

9. An apparatus according to any one of the preceding claims,
wherein a plurality of said first and/or second data
processing cells are adapted to receive the first set of

rules from an external source.

10. An apparatus according to any one of the preceding
claims, wherein a respective said state value of a plurality
of sald first and/c¢r second data processing cells in use
represents a respective function to be executed by said cell
having that state value, in accordance with a second set of

rules.

11. An apparatus according to claim 10, wherein two or more

different state values in use represent the same function.

12. An apparatus according to claim 10 or 11, wherein. the
second set of rules is pre-programmed in a plurality of said

first and/or second data processing cells.

13. An apparatus according to any one cof c¢laims 10 to 12,
wherein a plurality of said first and/or second data

processing cells are adapted to execute computer code
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corresponding to a respective function of said cell, the

computer code being received from an external source.

14. An apparatus according to claim 13,

wherein a plurality of said first and/or second data
processing cells are adapted to receive said code for said
function prefixed by a header including at least one

respective state wvalue representing said function, and

sald cell is adapted to select the cocde to be executed
by ccmparing the cor each state value in the header to the

state value of the cell.

15. An apparatus according to ciaim 13 or 14,

wherein a plurality of said first and/or second said
data prccessing cells are adapted to receive said code for

said function prefixed by a header including:

at least cone respective output state value which
represents said function acccrding to the second set of

rules, and

at least one set of input state values which

determines said output state value according to the first set

of rules;
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wherein said cell in use selects the code to be executed
by comparing the input state values to the state values
received from predetermined other cells, and updates the
state value of the cell according to the respective ocutput

state value.

16. An apparatus according to any ocone of claims 13 to 15,
wherein the code for each function is repeatedly transmitted

to each cell.

17. An apparatus according to any one cof claims 13 to 16,
wherein the code comprises a bitstream to be executed as a

look-up table.

18. An apparatus according to any one of the preceding
claims, wherein a plurality of said first and/or second said
data processing cells are adapted to communicate only with

adjacent cells.

19. An apparatus according to any one of the preceding
claims, wherein a plurality of sald first and/or said second

data processing cells are identical to each other.
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20. An apparatus according to any one of the preceding
claims, wherein said first and/or seccond data processing

cells are interconnected in an array.

21. An apparatus according to claim 20, wherein the array is

a planar rectangular array.

22. An apparatus according to claim 21, wherein state values
are transmitted between cells in a single sense along each

axis and/or diagonal of the array.

23. An apparatus according to claim 21 or 22, wherein the
first set of rules is represented as an upper-diagonal or

lower-diagonal matrix.

24 . An apparatus according to any one of the preceding

claims,

wherein a plurality of said first data processing cells
are interconnected in rows, wherein a plurality of said rows

each comprise at least one unused cell, and

wherein, in the event of failure of a said cell, the

inputs and outputs of a plurality of cells in that row are
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displaced along the row to activate at least one said unused

cell.

25. An apparatus according to any one of the preceding

claims,

wherein a plurality of said first data processing cells
are interconnected in rows, and at least one said row

comprises a row of unused cells, and

wherein, in the event of failure ¢f a said cell in cne
row, the inputs or cutputs of the cells in that row are

shifted to the next row.

26. An apparatus according to claim 24 or 25, wherein the
inputs and outputs of cells are shifted by means of

nultiplexers.

27. A method of configuring a data processing apparatus
according to any one of the preceding claims, the method

comprising:

assigning a state value to a first data processing cell

of the apparatus;

testing the state value cf said cell, and the respective

state value of each other said first data processing cell in
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dependence on which the state value of said cell is adapted
to be repeatedly updated, against previously determined

rules; and

if a previously determined rule updates the cell to a
different state value based on the state values of the other

cells, assigning a different state value to said cell.

28. A methed according to c¢laim 27, further comprising:

testing the state value of said cell and a predefined
function of said cell against previous state value to

function mappings,

and, if that state wvalue has previously been mapped to a
different function, assigning a different state value to the

cell.

29. A method according to claim 27 or 28, wherein a new state
value is assigned to a cell only after all state values
previously assigned to other cells have been unsuccessfully

tested.

30. A method according o any one of claims 27 to 29, further
comprising mapping a state value to a function to be
performed by the cell, such that all cells having the same

state value perform the same function.
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31. A data processing method executed by a data processing
apparatus according to any one of claims 1 to 26, the method
comprising repeatedly updating the state value of each of a
plurality of said first data processing cells in dependence
on the respective state value of at least one predetermined
respective other said first data processing cell, in
accordance with a first set of rules, wherein ecach cell
follows the same said first set of rules, and the first set
of rules is determined by predetermined final state values of
a plurality of said first data processing cells, such that
repeated updates of the state values of the plurality of
first data processing cells causes the state values of said
plurality cof first data processing cells to converge towards
said predetermined final state values, independently of the

initial state values of said first data processing cells.

32. A method according to claim 31, further comprising
updating the state values of a plurality of said first data
processing cells such that, if the state value of a first
sald cell is updated in dependence on the state value of a
second said cell, the state value of the second said cell is
updated independently of the state value of the first said
cell.
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33. A method according to claim 31 or 32, further comprising
updating the state wvalue of the cr each said second data
processing cell in dependence on at least one constant value,
and updating the state value of at least one respective said
first data processing cell in dependence con the state value

of said second data processing cell.

34. A method according to any one of c¢laims 31 to 33, further
comprising implementing the first set of rules as a loock-up

table.

35. A method according to any one of claims 31 to 34, further
comprising pre-programming the first set of rules in a

plurality of said first and/or second data processing cells.

36. A method according to any cne of claims 31 to 36, further
comprising receiving the first set of rules from an external

source.

37. A method according to any one of claims 31 to 36, further
comprising representing, by means of a said state value of a

plurality of said first and/or second data processing cells,

a respective function, to be executed by said cell having

that state wvalue, 1n accordance with a second set of rules.
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38. A method according to claim 37, further comprising pre-
programming the second set of rules in a plurality of said

first and/cr second data processing cells.

39. A method according to c¢laim 37 or 38, further comprising
receiving, from an external source, computer code to be
executed by a plurality of said first and/or second data
cells and corresponding to a respective functions of said

cells.

40. A method according to claim 3%, further comprising
repeatedly transmitting to a plurality of said first and/or

second data processing cells the code for each function.

41. A method according to any one of claims 31 to 40, further
comprising representing the first set of rules as an upper-

diagonal or lower-diagcnal matrix.

42. A methed according to any one of claims 31 to 41, wherein
a plurality of said first data processing cells are
interconnected in rows, a plurality of said rows each
comprise at least one unused cell, and the method further

comprises, in the event of failure of a said cell, displacing
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the inputs and outputs of a plurality of cells in that row

aleng the row to activate at least one said unused cell.

43. A method according to any one of claims 31 to 42, wherein
a plurality of said first data processing cells are
interconnected in rows, at least one said row comprises a row
of unused cells, and the method further comprises, in the
event of failure of a said cell in one row, shifting the

inputs or outputs of the cells in that row to the next row.

44. A computer program product executable by a computer to
carry out a method according to any one of claims 27 to 30,

the computer program comprising:

first computer code for assigning a state value to a

first data processing cell of the apparatus;

second computer code for testing the state value of said
cell, and the respective state wvalue of each other said first
data processing cell in dependence on which the state value
of said cell is adapted to be repeatedly updeted, against

previously determined rules; and

third computer code for assigning a different state
value to said cell if a previously determined rule updates
the cell to a different state value based on the state values

of the other cells.
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45. A computer program prcduct according to claim 44, further

comprising:

fourth computer code for testing the state value of said
cell and a predefined function of the cell against previous

state value to function mappings; and

fifth computer code for assigning a different state
value to the cell, if that state value has previcusly been

mapped to a different function.

46. A computer program product according to claim 44 or 45,
further comprising sixth computer code for assigning a new
state value to a cell cnly after all state values previously

assigned to other cells have been unsuccessfully tested.

47. A computer program product according to any one of claims
44 to 46, further comprising seventh computer code for
mapping a state valﬁe to a function toc be performed by the
cell, such that all cells having the same state value perform

the same function.

48. A computer program product executable by a computer to
carry out a method according to any one of claims 31 to 43,

the computer program product comprising eighth computer code
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for repeatedly updating the state value of each of a
plurality of said first data processing cells in dependence
on the respective state value of at least one predetermined
respective other said first data processing cell, in
accordance with a first set of rules, wherein each cell
follows the same said first set of rules, and the first set
of rules is determined by predetermined final state values of
a plurality of said first data processing cells, such that
repeated updates of the state values of the plurality of
first data processing cells causes the state values of said
plurality of first data processing cells to converge towards
said predetermined final state values, independently of the

initial state values of said first data processing cells.

49, A computer program product according to claim 48, further
comprising ninth computer code for updating the state values
of a plurality of said first data processing cells such that,
if the state value of a first said cell is updated in
dependence on the state value cof a second said cell, the
state value of the second said cell is updated independently

of the state value of the first said cell.

50. A cemputer program proeduct accerding to claim 48 or 49,
further comprising tenth computer code for updating the state
value of the or each said second data processing cell in
dependence on at least one constant value, and eleventh

computer code for updating the state value of at least one
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respective said first data processing cell in dependence on

the state value of said second data processing cell.

51. A computer program product according to any one of claims
48 to 50, further comprising twelfth computer code for

implementing the first set of rules as a lcok-up table.

52. A computer program product according to any one of claims

48 to 51, further comprising thirteenth computer code for
pre-programming the first set cf rules in a plurality of said

first and/or second data processing cells.

53. A computer program product according to any one of claims
48 to 52, further comprising fourteenth computer code for

receiving the first set of rules from an external socurce.

54, A computer program preduct according to any one of claims
48 to 53, further comprising fifteenth computer code for
representing, by means of a said state value 0of a plurality
of said first and/or second data processing cells, a
respective function, to be executed by said cell having that

state value, in accordance with a second set of rules.
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55. A computer program product according to claim 54, further
comprising sixteenth ccomputer code for pre-programming the
second set of rules in a plurality of said first and/or

second data processing cells.

56. A computer program product according to claim 54 or 55,
further comprising seventeenth computer code for receiving,
from an external source, computer code to be executed by a
plurality of said first and/or second data cells and

corresponding to respective functions of said cell.

57. A computer program product according to claim 56, further
comprising eighteenth computer code for repeatedly

transmitting to each cell the code for sach function.

58. A computer program product according to any one of claims
48 to 57, further comprising nineteenth computer code for
representing the first set of rules as an upper-diagonal or

lower—-diagonal matrix.

59. A computer program product according to any one of claims
48 tc 58, wherein a plurality of said first data processing
cells are interconnected in rows, wherein a plurality of said

rows each comprise at least one unused cell, and the computer
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program product further comprises twentieth computer code for
displacing the inputs and outputs of a plurality of cells in
that row along the row to activate at least one sald unused

cell, in the event of failure of a said cell.

60. A computer program product according to any one of clalms
48 to 59, wherein a plurality of said first data processing
cells are interconnected in rows, and at least one said row
comprises a row of unused cells, and the ccmputer program
product further comprises twenty first computer code for
shifting the inputs or outputs of the cells in that row to
the next row, in the event of failure of a said cell in one

row.
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|V (d) - Boundary inputs

Figure 1: Convergent cellular automata
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Figure 2: Internal cell logic
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Figure 3: Example look-up table rules
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(a) - Origin cell - - -
112:3(4 1121314 112134 1(213]4
81716158 817|865 8, 716|656 8|7(6]|5
41321 4 1] [4 321 [4[3]2][T
5/6[718 5167 H  HEEHEHHE
{c) « Correct config. | 1 {e} - Repaired config.
(b) - Terminus ce!l-j \-\‘- /‘J

(d) - Repairing itself

Figure 4: Cellular automata self-repair example
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Figure 5: Internal logic (embodiment 2)
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- Header 1 | Exe LUT program 1

L Header 2 | Exe LUT program 2 H

L Header 3 | Exe LUT program 3 -

> Header 4 | Exe LUT program 4 |-

= Header 5| Exe LUT program 5 m

Figure 6: Example program bitstream (embodiment 2)
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For (each cell, from the bottom-right corner to the top-left, in a ascending
diagonal sequence){

Set cell state =0

While(no solution found) {

Test cell state and cell function against
previous assignments, as each configuration can only have
one cell function to which it maps.

If a contradiction exists, no solution has been found.

The cell state assignment, and that of the cell

to the north-east will form the inputs to the state LUT rule that
determines the function output value of

the cell to the east.

If this rule contradicts existing rules, no solution has been
found.

If a solution has been found populate the rule and assign-
ment tables.

Figure 7: An algorithm for generating morphogenesis look-up tables with output
mappings:
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Figure 8: Iteration route
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Figure 10: Cell array
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Figure 11: Cell repair
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Figure 12: Cell repair



	Bibliography
	Claims
	Drawings
	Description
	Abstract

